
















Checks input against ‘secret’

But, we decide how much input to test...



We can write into the ‘secret’

But, we decide how much to write...



THE STACK
It’s where things go™

“SECRET” (0xdeadbeefcafebabe)

Random “Canary”

Return Address!

Bunch of 0x0A bytes

Another Canary

Address of LIBC

...



THE STACK
It’s where things go™

“SECRET” (0xdeadbeefcafebabe)

Random “Canary”

Return Address!

Bunch of 0x0A bytes

Another Canary

Address of LIBC

...

We can make 
guesses about 

“Secret,” and know 
if we are right...



THE STACK
It’s where things go™

“SECRET” (0xdeadbeefcafebabe)

Random “Canary”

Return Address!

Bunch of 0x0A bytes

Another Canary

Address of LIBC

...

Byte by byte, leak 
the entire stack 
to see what’s 

actually going on.



THE STACK
It’s where things go™

“SECRET” (0xdeadbeefcafebabe)

Random “Canary”

Return Address!

Bunch of 0x0A bytes

Another Canary

Address of LIBC

...

Once we know the 
canary value, we 
can overwrite 
return address 

with ROP + 
ret2libc


