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Lockpicking



News of the Week

● Equifax CEO testifies before Congress
● Russian government allowed to examine 

ArcSight
● Yahoo reports 3B+ users compromised
● Multiple issues in dnsmasq
● White House exploring SSN replacements

http://docs.house.gov/meetings/IF/IF17/20171003/106455/HHRG-115-IF17-Wstate-SmithR-20171003.pdf
https://www.reuters.com/article/us-usa-cyber-russia-hpe-specialreport/special-report-hp-enterprise-let-russia-scrutinize-cyberdefense-system-used-by-pentagon-idUSKCN1C716M
https://www.reuters.com/article/us-usa-cyber-russia-hpe-specialreport/special-report-hp-enterprise-let-russia-scrutinize-cyberdefense-system-used-by-pentagon-idUSKCN1C716M
https://www.bloomberg.com/news/articles/2017-10-03/yahoo-says-all-3-billion-users-probably-affected-by-2013-breach
https://security.googleblog.com/2017/10/behind-masq-yet-more-dns-and-dhcp.html
https://www.bloomberg.com/news/articles/2017-10-03/white-house-and-equifax-agree-social-security-numbers-should-go


Lockpicking



Legal Warning

● Only pick locks that you own or have 
permission to pick

● Do NOT:
○ pick University locks
○ pick your apartment lock
○ pick locks that you rely on



Legal Warning

● Lockpicking is a hobby - it is not 
illegal to own a pick set (in Illinois!)

● Laws differ by state
● Illinois - bump key need to have 

certification
● Lockpicking Laws by state

http://lockwiki.com/index.php/Legal_issues#Legality_in_the_US.2C_by_state


Legal Warning

● Illinois - bump key is illegal to own



Tools

● Hook pick (what we will be using)
● Diamond pick
● Rake
● Tension wrench



Tools

https://en.wikipedia.org/wiki/Lock_picking#/media/File:Lockpicking_Tools.jpg



How a Lock Works

https://www.locksonline.co.uk/community/wp-content/uploads/2013/05/Pin_tumbler_with_
key.jpg



How a Lock Works

http://cache1.asset-cache.net/gc/98358939-cross-section-illustration-of-key-in-lock-gettyi
mages.jpg?v=1&c=IWSAsset&k=2&d=LjrAac627J8t3tfp9kaOu2d2MI9aQSjVBbhXPCjj01
Vpl707kjy0WGfTRGftZinl%2BFYSdrboYmrprnEhrIxEcA%3D%3D



How a Lock Works (gif)

http://randommization.com/2013/01/28/how-keys-work-gif/



Picking a lock (gif)

http://i.imgur.com/Txh5y.gif



Bump Keys



Bump Keys



Master Keys

http://www.crypto.com/papers/mk.pdf



http://bit.ly/2yrCNQU


