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Announcements

● CSAW Placement
○ 18th overall, 5th among qualifying 

teams
● CodeFest CTF

○ Running right now
○ https://ctf.codefest.tech
○ uiuctf:ponypassword

https://ctftime.org/event/515
https://ctf.codefest.tech


News of the Week
● Malware distributed in CCleaner Update
● Malicious Libraries in Python Package Index
● Gas Pump Skimmer Detector
● Intel ME Vulnerability
● iTerm Leaking User Data via DNS
● OptionsBleed Leaks Server Memory

http://blog.talosintelligence.com/2017/09/avast-distributes-malware.html
http://www.nbu.gov.sk/skcsirt-sa-20170909-pypi/
https://learn.sparkfun.com/tutorials/gas-pump-skimmers
https://www.blackhat.com/eu-17/briefings/schedule/#how-to-hack-a-turned-off-computer-or-running-unsigned-code-in-intel-management-engine-8668
https://gitlab.com/gnachman/iterm2/issues/6050
https://blog.fuzzing-project.org/60-Optionsbleed-HTTP-OPTIONS-method-can-leak-Apaches-server-memory.html


Demos
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