
Hax 2018 - Linux 
Challenges



attrboy



Useful Tools
ssh attrboy@72.36.89.213

password: attrboy

● Man pages, as always

● ps

● lsattr

● chattr

● ssh



ps

useful to see all the running processes



cron and friends



attr family



Useful Tools
ssh godeep@72.36.89.213

password: godeep

● Man pages, as always

● grep

● ssh



grep

useful to find patterns in files



grep cont.



escalator-1



Useful Tools
ssh escalator@72.36.89.213

password: escalator

● find (check out the man page)

● sudo -l



escalator-1

two important things here

sudo -l

find -exec



escalator-2



Useful Tools
ssh escalator@72.36.89.213

password: escalator

● crontab

● cp * knowledge

● python setresuid



escalator-2

here we make cp * recurse

we cp bash & python3

from here, we can setresuid
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