SIGPwny @ UIUC

Fall 2017



CSAW

e Location TBD
e Starts at 3pm on Friday
e uiuctf:ponypassword



News of the Week

e Blueborne Exploit

Chrome 66 will Distrust Symantec Certs
iIPhone X will feature Facial Recognition
Apache Struts Vuln

Inaudible Voice Command Attack



https://www.armis.com/blueborne/
https://security.googleblog.com/2017/09/chromes-plan-to-distrust-symantec.html
https://www.wired.com/story/iphone-x-faceid-security/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170909-struts2-rce
https://arxiv.org/abs/1708.09537

Demo

https://pastebin.com/FzmGPzBr



http://ctf.writes.co.de



