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ANnouncements



CSAW 2019




CSAW 2019

/7 [ 181
UNDERGRAD




CSAW 2019

16 / 1301
OVERALL






bAME HACKING



TARGE

sigpwnme.exe
Mono profile output - 18.7 MB



TARGET







app.info

boot.config
globalgamemanagers
globalgame...gers.assets
levelO

levelO.resS

Managed

Mono

Resources
resources.assets
resources.assets.resS
ScreenSelector.omp
sharedassets0.assets
sharedasse....assets.resS
sharedassetsO.resource

MANAGED

4 4 ded 4 4 4 4 4 4 4

Assembly-...-firstpass.dll
Assembly-CSharp.dll
Mono.Security.dll
mscorlib.dll
System.Core.dll
System.dl|
UnityEngine.dll
UnityEngine.dll.mdb
UnityEngine...tworking.dl!
UnityEngine.Timeline.dll
UnityEngine.Ul.dll




ORKING




ORKING




ORKING




ORKING




RE CALL

health damage_taken;



100L

dnSpy: gi thub.com/0xd4d dnSpy






UNFAIR

Make your weapon one-hit
one-kill & remove the ammo
restriction.




FILTHY CHEATER



PRATBOX

Infiltrate the PWNYBOX.




Convince the server someone

else is cheating & get them
banned.




CHALLENGE |

Patch Assembly-CSharp.dll to
give yourself admin privileges



UHALLENGE 2

Taking damage kind of sucks.
Get rid of that.



UHALLENGE 5

The game imposes a limit on
allowed usernames, see iIf you
can bypass It.




9o TOo:
Cttf.sigpwny.com



9o TOo:
Ctf.sigpwny.com



