
Week 08
Forensics

hidden things go brrr



sigpwny{kiboff_with_your_head}



Announcements

3 Open Meeting Spaces!!!

Merch form but for real this time

halloween shenanigans this sunday yay



What is forensics
•Analysis of computer systems information

• Different from OSINT (Some of the info can be private)
• Often after the fact to try and understand what happened.

•Types of Forensics
• File forensics (metadata analysis, strings, grep, clear patterns)
• Steganography (lsb, image and audio steg)
• Memory forensics (ramdumps, cpu dumps etc)
• Network Forensics 
• Systems / Org Forensics



Forensics
• Forensics is a very wide field (just like security is a wide field)

• We have some basic challenges here today
• Think about assumptions that you have about files

• Is a PNG just a PNG, or is there hidden text in it.
• PNG’s can also be ZIPs

• Metadata
• What information is attached to a file
• Dates
• Location
• Everything Else

• Modified Files
• Steganography :thomasoof:



Basic Forensic Tools



file

Determine the file type of a file (what it really is)

Is a file really what is says it is? Can a file be opened in a different 
way? Don’t always trust the extension!



strings

see what strings exist in a file

valuable when a file is a binary
- can give useful information about functions, variables, static 

values etc



xxd

prints a hexdump of a file

Good to look for recognizable hex
patterns (file headers).



grep

Find text within files!
grep -r “text you want to find” .

grep -A -B -C -r “text you want to find”

cat <FILE> | grep



Metadata
its data… but meta



Metadata

Data… but meta (No not Facebook's new name)

Metadata is data about data
- When something happens, how big something is
- Statistics and relevant information that isn't the actual data, but 

may be critical to allowing the data to function (file size)
- Enough metadata put together can often re-create some amount 

of the real data.



Metadata Tools

inode

exiftool

Image metadata tool



Exiftool
View all the metadata of a thing

Metadata: Data about data

How big is this image?
When was it made?
Where was it taken?



Steganography
oh god oh frick oh god oh frick oh god oh frick oh god oh frick oh god oh



Steganography

• Hide data in other data

• Inherently guessy during CTFs
• Try lots of ideas
• Waste lots of time
• Use statistical approaches if applicable



Image Stego - LSB

• LSB (least significant bit) encoding

• Not really useful in the real world, but CTFs love it

• Take the least significant bit (last bit) of each color byte and 
concatenate all of them to form a message

• Image is mostly visibly unchanged



Image Stego - LSB

https://towardsdatascience.com/steganography-hiding-an-image-inside-another-77ca66b2acb1

Message = (R & 1) || (G & 1) || (B & 1) = 001...



Can you tell the difference?

LSB EncodedOriginal



Other Stego

Audio stego
- 90 % of the time it is a spectrogram
- The other 10% is either

- SSTV
- Some frequency modulation
- Some other guessy home-brewed bullshit

- Most audio stego can be solved with tools



Memory Forensics



Memory Forensics

Looking at memory dumps to try to find valuable information.



Foremost
Data recovery tool

Can recover deleted files from a mount

Can find hidden files inside a drive / file

Also use binwalk



Network Forensics



Network Forensics

Looking at packet captures, network traffic.

Good to get an understanding of what happened within a network.



Wireshark
Network packet analysis

Really good filtering

Can follow conversations and
view individual packet values

Will do longer wireshark meeting later



Systems / Org Forensics
Kibana was interesting…



Systems / Org Forensics

Forensics is really hard to do at scale

Enter: Org tools (many are expensive)

EX: Seconion, Kibana, Velociraptor, Akira/Akimba/A-something

Many cost a lot of money, but it's good to know they exist.
TracerFIRE coming to UIUC soon!



Other Misc Forensics Tools
• Foremost - File Recovery
• OutGuess
• Wireshark
• Exiftool
• Like a bajillion steganography tools you can find & use online
• Kibana :sadge:
• Tons of stuff that are big expensive

● Tons of CLI tools (strings, Grep, file etc).



Next Meetings
Weekend Seminar: Spooky SIGPwny Summary
- Who SIGPwny is
- What we do (all-in-all and this semester)
- What our plans are as we can be in more person (next semester/year)

Thursday: The end game within security (The Jobs Meeting)
- End goals for security careers (CISO, Pentesting, gov, etc.)
- How to incorporate security into a non-security career.
- Likely longer form meeting
- Might switch to OSINT if people want.



Specific Tools For Today’s Challenges

• Wireshark
• binwalk
• strings
• file
• xxd
• Online LSB tool like https://stegonline.georgeom.net/

https://stegonline.georgeom.net/

