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Announcements

- eCTF is happening right now

- Defcon Quals are May 4th 📈📈📈📈📈📈
- Last meeting 😢😢😢😢😢😢😢:

- MPC Computation with Sagnik this Sunday
- “the fun part of ECE 407”
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Recent Supply Chain Attack

XZ Attack Background



- XZ Attack
- SIGPolicy Supply Chain Presentation
- Interactive Portion
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XZ Attack

– Backdoor discovered in xz-utils, software/libraries for lossless 
compression (used in compressing data)

- xz-utils is widely used and installed on almost all 
Linux/macOS systems

– Attack was obfuscated & technically complex
- Multi-stage payload (which we will discuss)
- Due to the attack complexity, many experts believe this was a 

nation-state attack
- If this wasn’t caught early, could have affected millions of 

machines



Compromised Systems

Version: xz 5.6.0 or 5.6.1, on AMD64 GLIBC Linux versions
– Debian sid
– Fedora 40
– Fedora Rawhide
– openSUSE Tumbleweed
– openSUSE MicroOS

check with xz --version



Potentially Affected Systems

Alpine Edge
Arch
Cygwin
Exherbo
Gentoo
Homebrew
KaOS
MacPorts

Manjaro Testing
NixOS 
Unstable/nixpkgs 
unstable
OpenIndiana
OpenMamba
OpenMandriva 
Rolling
Parabola

PCLinuxOS
Pisi Linux
pkgsrc current
Ravenports
Slackware current
Solus
Termux
Wikidata

From here.

https://xeiaso.net/notes/2024/xz-vuln/


Attack Overview







Summary of various sites from here.

Attack Details

https://gist.github.com/thesamesam/223949d5a074ebc3dce9ee78baad9e27#design


- build-to-host.m4 in the release tarballs differs from the 
upstream on GitHub (common in C projects)
- … except this time the file is malicious

- build-to-host.m4 unpacks malicious test files
- tests/files/bad-3-corrupt_lzma2.xz
- tests/files/good-large_compressed.lzma

- malicious test files are ran as a script
- IFUNC (GLIBC indirect function call) performs runtime hooking of 

OpenSSH authentication routines
- allows RCE on host

Overview



You are important!

OSC: Don’t want additional burdens; want support; increased 
resources
Government: Want to ensure security in critical infrastructure
Companies: Want profit; want security to protect reputation and 
government contracts

Get ready for a grab bag of policies!



Supply Chain Policies



EO 14028
● NIST ⇒ Software Supply Chain Security
● NTIA ⇒ Minimum elements of SBOM
● DNI ⇒ “Critical” Software
● FAR Council ⇒ Remove software products that do not meet 

the requirements from government contracts
● NIST ⇒ IOT Consumer Labeling Program

https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf


Securing the Software Supply Chain

https://media.defense.gov/2022/Sep/01/2003068942/-1/-1/0/ESF_SECURING_THE_SOFTWARE_SUPPLY_CHAIN_DEVELOPERS.PDF


SBOM



Critical Software

EO-critical software is defined as any software that has, or has direct 
software dependencies
upon, one or more components with at least one of these attributes:
• is designed to run with elevated privilege or manage privileges;
• has direct or privileged access to networking or computing 
resources;
• is designed to control access to data or operational technology;
• performs a function critical to trust; or,
• operates outside of normal trust boundaries with privileged access.

https://www.nist.gov/system/files/documents/2021/10/13/EO%20Critical%20FINAL.pdf


Cybersecurity
Requirements for Consumer-Grade
Router Products



Securing Open Source Software Act

CISA ⇒
● publishing a framework that assesses the risk of open source software 

components
● using that framework to assess the security posture of the open source 

software components on which the federal government relies, and 
● conducting a study that assesses the feasibility of applying that open 

source software risk framework to one or more critical infrastructure 
sectors with the help of voluntary industry participants. 

OMB ⇒ 
● issue guidance to executive agencies on managing and reducing the risk 

of open source software
● One or more executive agencies establish a pilot open source program 

office. 

https://www.congress.gov/bill/117th-congress/senate-bill/4913/text


Software Liability?

● No warranties for software
● Difficulties:

○ Speed of software
○ Complexity of software

● Negligence
● Tort claims
● Safe Harbor Approach

○ Safe Harbor for following best practices
○ Reverse Safe Harbor (product liability) for exploited common 

vulnerabilities



Corporations/NGOs



Methods for Contributing

- Releasing internal projects as open source (ex: Angular, 
React, z3)

- Paying employees to work on open source projects (ex: 
Python)

- Donating to open source projects
- Offering bounties for fixing bugs (ex: Internet Bug Bounty, 

Patch Rewards)
- Giving grants to open source projects (ex: Mozilla, Sentry)



Red Hat

- Offers various products mostly based on open source code
- Mostly repackages existing open source code to make it better 

suited for corporations
- Provides paid support to companies for products (including 

underlying open source code)
- Responsible for several popular open source libraries (ex: 

systemd, Ansible)



NLnet

- Charity based in Netherlands dedicated to funding "open 
hardware, open software, open data or open standards"

- Anyone is allowed to submit proposals asking for funding
- Multiple funds dedicated to specific areas
- Receives funding from nonprofit organizations and 

governments
- NSF Pathways to Enable Open-Source Ecosystems



Tidelift

- Offers a subscription to companies for help managing open 
source dependencies

- Collects information about open source projects for 
companies to use

- Pays open source maintainers to improve security of their 
project (e.g. creating a vulnerability handling plan) among 
other things
- Amount that Tidelift provides to project determined by Tidelift based 

on amount of usage by subscribers



Apache Foundation

- Board of directors elected by members manages corporate 
assets

- Projects managed by individual committees (chair chosen by 
board of directors, other members internally selected)

- Doesn't pay anyone in organization directly (made up entirely 
of volunteers)

- Organization as a whole provides legal protection for 
volunteers



Communities



How Maintainers Try Getting Money

- Asking for donations (Patreon, Github Sponsors)
- Commercializing parts of your project

- Adding features only available to paid subscribers (see Instructure, 
Docker)

- Allowing users to pay for support (see Canonical)
- Venture capital fundraising (see npm)
- Making businesses pay you for using your code

- Make code available with GPL/AGPL, sell commercial licenses
- Make your project closed-source (see MongoDB, Redis)

- Also see OS.Cash license



Next Meetings

2024-04-28 • This Sunday
- Multi-Party Computation with Sagnik
- Description
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Meeting content can be found at 
sigpwny.com/meetings.


