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Announcements
- Thank you for playing Fall CTF 2025!

- Challenges will be migrated to our internal CTF platform
- Stick around for a recap and challenge walkthrough at the end of today's 

meeting!

- Sunshine CTF  (Sunshine CTF)
- Saturday, September 27th, 2025 at 9am
- Runs for 48 hours to Monday at 9am
- Siebel CS (Room TBD)

https://sunshinectf.org/


sigpwny{i_th33_y0u}
ctf.sigpwny.com



What is OSINT? 

- Open Source
- The stuff you are gathering is accessible to the general public
- If it is not immediately accessible, it will be

- Intelligence
- Information that can be used / is valuable for some operation.
- Big range of value

- Birthdays and usernames >> post content etc.
- Can be used to guess passwords & bypass security questions

- Pseudonyms
- Recon, Cyberreconnaissance, HUMINT etc.



A Warning (OSINT Ethics)

OSINT, especially HUMINT (Human Intelligence) is functionally stalking.

DON'T BE A CREEP
Make sure you have permission before OSINTing someone/thing
You could find something you don’t like / aren't supposed to



Explicit OSINT Code of Ethics
1. You will not INTERACT with any user without first confirming with 
absolute certainty that they are a part of the challenge. In the case of 
these challenges, there is no need to create any content
2. You will not perform any port scans on backend services or 
attempt to do any investigation by logging in to any of the 
aforementioned accounts. This is not web hacking
3. You will not perform invasive investigative OSINT on other 
people without their explicit consent. This includes friends, family, 
coworkers, and strangers.

While exceptions exist to this code, those exceptions don't apply here!



OSINT vs Active Reconnaissance
- OSINT

Gathering strictly publicly available information, through relatively 
passive means
e.g. looking at someone’s house on zillow

- Active Reconnaissance
You are actively interacting with your victim, trying to find exploits / 
sensitive data
e.g. walk up and see if the doors are unlocked
this is illegal and will get you in trouble



Signals Intelligence
In this meeting, we are only discussing methods that let the system 
into giving you information voluntarily

Methods
- Port scanning (nmap)
- Port-search sites (Shodan and Zoomeye)
- Exposed sensitive files (Grayhatwarfare and Shodan)

If you want to know active ways of gathering intelligence, go attend 
Purple Team meetings!



Port Scanning - Common Ports

https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

Port Service Port Service Port Service Port Service

20-21 FTP (File Transfer) 137-139 NetBIOS (Sessions) 530 RPC 
(Remote Procedure Calls)

3479 PlayStation Network

22 SSH (Secure Shell) 156 SQL (Databases) 666 Doom ONLINE 4070 Amazon Echo Dot → Spotify

23 Telnet (Text comms) 194 IRC (Chatting) 666 Aircrack-ng C2 Server 4444 Metasploit listener

25 SMTP (Mail Transfer) 311 macOS Server (Admin) 740-754 Kerberos related stuff 5000 AirPlay (Among Others)

53 DNS (Domains) 389 LDAP (Windows)
(Active Directory Access)

1776 EMIS (1st Responders) 5900 VNC (Virtual Network Computing)

67-68 Bootstrap / DHCP 443 HTTPS (Websites) 3074 Xbox for Windows 5985 Powershell 
(Remote Management)

80 HTTP (Websites) 444 AD (Windows)
(Active Directory)

3306 MySQL (Databases) 8080 Alternate HTTP
(Also 8000 / 8008)

88 Kerberos (Authentication) 445 SMB (Windows) 3389 RDP (Microsoft Remote) 25565 Minecraft Server



Port Scanning
- Tools: nmap and rustscan

- Adversarial
- Ports being open can often provide information about a system.
- If 80, 443, and 8080 are open it probably has a website.
- But if 53 (DNS), 88 (Kerberos), 135, 139, 445 (SMB-related), 389 (LDAP), 

etc… it is likely a Domain Controller (DC)

- Ethical / Legal
- Port scanning can harm system availability (DDoS)
- Starts to enter a legally / ethically grey area
- DO NOT PORTSCAN THE GODDAMN US GOVERNMENT



Shodan



Human Intelligence

- What is the email format (firstname.lastname)
- Directly linked to AD account names (and potentially passwords)

- Preferred restaurants, airline, hotel etc.

- What are their IT/security protocols?

- Internal document leakage



OSINT Tips: Identities
Split Identities
- Most people have at least two identities online

- Professional
- Casual

- You want to find correlations of them when doing OSINT

Sherlock
- Can be used to find specific usernames on tons of platforms.
- Definitely try it on your usernames!

https://www.reddit.com/r/github/s/BhVD6gIscZ


Personal Information
- Social Media Profiles

- Links, pictures, identifying 
information

- Build a map of someone

- Username Reuse
- Same across lots of places!
- Helpful for these chals!

- Images
- Reverse image searching!

- Deleted Content
- Archivists save old websites!
- Wayback machine!



X/Twitter
- TWEETS & replies are ALWAYS 

WHERE YOU SHOULD LOOK 
FIRST

- Twitter bios have info, location, 
birthday, and a link to 
somewhere

- Advanced Searches: good

- Follower / Following lists can 
help find friends



Reddit
- Reddit is a semi-anonymous website

- Link people to other platforms

- Profile
- Profile Pictures, Banner Photos
- Comments, posts, links
- Moderator
- Awards

- Posts
- Search by top

- old.reddit.com



Media OSINT
OPEN IMAGE IN NEW TAB!!!

Google Image Search (Tineye, Yandex)
- Keyword searcher
- Cropping

Tineye: exact matches
Google: Similar

GOOGLE LENS IS YOUR FRIEND



How to profile a target? 

Finding information may mean 
looking at people around them

Consider the example of a social 
network

Your goal is to find any access to a 
target of interest

1st ring: Your 
target 

2nd ring: the people in 
contact with your target 

3rd ring: the people in 
contact with the people in 
contact with your target 



Sherlock 
-Command line utility that 
enumerates instances of similar or 
inputted usernames registered to 
public media applications
Ex. Run a query on the username 
“johndoe”
→ You see usernames registered 
under that alias



Public Resources Matter
Municipal governments by local, state, and federal law are required to 
provide public resources to you, you can utilize them for localized 
searches depending on the nature of your search. Don’t stalk.  

- Birth records
- marriage records
- death records
- census data
- municipal data



Get Involved: Help Find Missing Persons!
-TraceLabs is an organization 
dedicated to crowdsourcing 
OSINT to help assist law 
enforcement with cases 
involving missing persons 

-They provide a VM 
populated with OSINT tools 
to start you off in your search

-Submit flags to provide new 
information that advances a 
missing persons’ case



Next Meetings
2025-09-27 • This Saturday
- Sunshine CTF 2025
- We'll be playing casually somewhere in Siebel CS - food included!
2025-09-28 • This Sunday
- Physical Security and Lockpicking
- We bring the locks and picks, you bring yourself!
2025-10-02 • Next Thursday
- Reverse Engineering I
- Learn the tools and techniques to reverse engineer programs!



sigpwny{i_th33_y0u}
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Meeting content can be found at 
sigpwny.com/meetings.



Recap and Walkthrough

Fall CTF 2025


